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“You must trust and believe in people or life 
becomes impossible” Anton Chekhov 

 Why Trust? 
 Increase  confidence 
 Reduce uncertainty 
 Reduce  risk  
 Increase hope 
 Reduce  fear 
 … 

 
 

 What do we do with trust? 
 Make educated decisions 



Outline 

 Part I : Trust and Reputation Systems 
 Background 
 Computational models 
 Threat models 
 Privacy by law 

 
 Part II : Trust and Reputation across Communities 

 The  Cross -Community  Reputation  (CCR)  model 
 Privacy concerns with CCR 
 The TRIC Infrastructure 

 
 Part III: Trust and Reputation from different viewpoints 

 Trust and Identity Management 
 Trust in Social Networks 
 Trust and Access control 
 Trust  and Reputation of Internet Domains 
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 Howard Rheingold coined the term "virtual community“  (The Virtual 
Community,2000 ). 

 Virtual Communities of Practice (VCoP) (Wenger, 2007) 
 “…people who engage in a collective learning process in some shared 

domain.” 
 Not a social network 

 The Benefit  
 Share information  
 Utilize the aggregated knowledge  

 The Threat 
 Communicating with strangers 
 A new threat in the new virtual world 

 The Goal 
 Establish trust relations between different and  sometimes anonymous peers 

based on information gathered during community activities. 
 

Virtual Communities 

EDBT 2013 4 Tutorial: Trust and Reputation in and Across Virtual Communities 



Trust and Reputation (Mui et al., 2002) 

 Trust: a subjective expectation a peer has about another's future 
behavior based on the history of that agent and other reliable agents‘ 
encounters with that other agent“ 

 
 One to One Relationship 

 
 Reputation: The aggregated perception that an agent creates through 

past actions about its intentions and norms. 
 

 Many to one Relationship 
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!  The same agent,  same behavior and norms may be perceived differently by different people 



Reputation and Trust  Systems  
 

Reputation Trust 
 
 

 
 Both private and public 

information 
 Private information carries more 

weight 
 Subjective 
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“I trust you because of your good reputation” 

“I trust you despite your bad reputation” Josang 
2007 

 
 

 
 Based on trust of individuals 
 Public and common opinion 
 Attempt to be objective 

 
 
 



Properties of Trust (Kinateder et al., 2005) 

 Trust measure.   
 The level of the trust is a scalar within a predefined range bound by complete 

distrust on one side and full trust on the other. 
 Trust context. 
 Trust value is assigned with respect to some topic or goal and not as a general 

measure. (TrustBAC -Chakraborty & Ray, 2006) 
 Trust certainty.  
 A measure expressing the level of confidence one has that a trust level is firm. 

(Yu & Singh, 2002) 
 Trust directness.  
 Direct trust refers to trust based on first hand experience. Indirect trust is based 

on other’s recommendations(Trust transitivity). (Eigentrust - Kamvar et al., 2003) 
 Trust dynamics.  
 The trust level changes with time due to changes in behavior or additional 

information gained. (Beta - Josang & Ismail 2002, Kinateder & K. Rothermel 
2003) EDBT 2013 Tutorial: Trust and Reputation in and Across Virtual Communities 7 



Properties of Reputation Systems (Kamvar et 
al 2006) 

 Self-policing system.  
 The shared ethics of the community are enforced by peers themselves, not by 

central authority. 
 Maintain anonymity.  

 The level of anonymity offered by an identity scheme can vary from using 
pseudonyms to preventing any correlation of actions as being from the same 
peer. 

 Assign no profit to newcomers.  
 Reputation should be earned based on consistent behavior as recorded in the 

community’s history of transactions. 
 Minimal overhead  

 Overhead in terms of computation, infrastructure, storage, and message 
complexity. 

 Robust to malicious collectives of peers.  
 The system should be designed to prevent attempts by groups of malicious 

peers acting together to subvert the system. EDBT 2013 Tutorial: Trust and Reputation in and Across Virtual Communities 8 



Computing Reputation and Trust 

 Simple Summation or Average of Ratings (eBay) 
 Bayesian Systems (Mui et al, 01; Josang & Ismail. 02; Josang,& Haller,07) 

 Take binary ratings as input (i.e. positive or negative) 
 Compute reputation scores by statistical updating of beta probability density 

functions (PDF).  
 Belief Models (Josang ,01 ; Yu & Singh, 02) 

 Based on Belief theory, where the sum of probabilities over all possible 
outcomes does not necessarily add up to 1, and the remaining probability is 
interpreted as uncertainty.  
 The Dempster-Shafer theory, also known as the theory of belief functions. 
 The opinion belief model ( Josang, 01) 

 Flow Models (Eigentrust- Kamvar et al, 03;  Page & Brin, 98 )  
 Compute trust or reputation by transitive iteration through 
  chains of trusting users.  

 Group based Models (Tian et al, 06;  Gal-Oz et al 08)  
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Bayesian Reputation Systems  
Beta Model (Josang & Ismail. 02) 

 Event 
 an interaction of an agent with a trustee, a transaction with a service 

provider 
 has a binary outcome e.g., good or bad, positive or negative 
 has a probability p for success 

 probability (1-p) for an unsuccessful event 
 

 A non binary feedback for an event 
  r degree of satisfaction  
 s degree of dissatisfaction  

    can be thought of as  r events with positive outcome and s events with 
negative outcome 
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Bayesian Reputation Systems  
Beta Model (Josang & Ismail. 02) 

 Bayesian analysis   
 Use the beta distribution to describe initial knowledge concerning probability of 

success  
 The Beta PDF naturally expresses the probability of binary events. 

 𝑓 𝑝 𝛼,𝛽 = Γ 𝛼+𝛽
Γ 𝛼 Γ 𝛽

𝑝𝛼−1(1 − 𝑝)𝛽−1     𝑤ℎ𝑒𝑒𝑒 0 ≤ 𝑝 ≤ 1,𝛼 > 0,𝛽 > 0 
 

 Posteriori probabilities of binary events can be represented as beta distributions. 
 If the prior distribution of p is uniform, then the beta distribution gives posterior 

distribution of p after observing  
 α−1 occurrences of event with probability p and  
 β−1 occurrences of the complementary event with probability (1-p).  

 
 The idea: 

 Trust is  represented using the beta probability density function (PDF) obtained 
from  total number of  r=(𝛼−1)  positive and s = (β − 1) negative events so far.  

 The overall trust is expressed by the mean (probability expectation): 𝐸 𝑝 = 𝑟
𝑟+𝑠

  
 The updated reputation score is computed by combining the previous reputation score 

with the new rating. 
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Bayesian Reputation Systems  
Beta Model (Josang & Ismail. 02) 

 Define:    
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 𝑤ℎ𝑒𝑒𝑒:     𝑟, 𝑠 ≥ 0;  
 𝑟: 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜;  
𝑠: 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 

No observations: Uniform density After 8 observations 

  �𝛼 = 𝑟 + 1
𝛽 = 𝑠 + 1 

The relative frequency of outcome x (positive event) in the future is uncertain, and the 
most likely value is 0.8. 

  

The Beta function of positive 
event  after 7 observations of 
positive  events and 1 observation 
of negative event 

 

When nothing is 
known, the a priori 
distribution is the 
uniform beta PDF 
with α = 1 and β= 1 
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Belief Model 
An Evidential Model of Distributed Reputation Management (Yu 
and Singh, 2002) 

 
 

Bel1({T}) =m1({T})=0.8;    Bel1({¬T}) = m1({¬T})=0;    Bel1({T, ¬T} )= m1({T, ¬T} )= 
0.2  Bel2({T}) =m2({T})=0.9;    Bel2({¬T}) = m2({¬T})=0;    Bel2({T, ¬T} )= m2({T, ¬T} )= 
0.1  

Bel12({T}) =0.72+0.18+0.08=0.98 

Bel12({¬T}) =0          Bel12({T,¬T}) 
=0.02 

Belief  obtained by two different 
agents: 

The combined belief of the two agents: 
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Distribution of Trust Ratings The process of deciding whether to cooperate with 
another agent 

Samplin
g 

Modeling 

Asking 

Decision 
Making 

QoS 

No Sampling 

Belief functions 
Thresholds 

TrustNet 

Cooperate or not 



Flow models 
(Kamvar et al, 2003; Page & Brin, 1998 )  

 Compute trust or reputation by transitive iteration through chains of 
trusting users.  
 
 
 

 Increase of a member’s reputation as a function of incoming flow, 
decreases the reputation of other members.  

 Loops and arbitrarily long paths 
 Source of trust can be distributed 
 Sum of trust over all parties can be 

 constant, e.g. PageRank, so one party’s increase comes at the cost of 
another party’s decrease  

 Correlated to network size, e.g. EigenTrust 

Direct Trust Indirect Trust 
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Flow models 
EigenTrust (Kamvar et al 2003)  

 Goal: To identify sources of inauthentic files and bias peers against 
downloading from them. 

 Method: Give each peer a trust value based on its  previous behavior. 
 

 Local trust value: cij.  The opinion that peer i has of peer j, based on past 
experience. 

 Global trust value: ti.  The trust that the entire system places in peer i.   
 
 

 Problem: 
 The peers have limited own experience. 

 Solution: 
 Get information from other peers who may have more experience 

about other peers. 
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Flow model 
EigenTrust (Kamvar et al 2003)  

 Each member keeps a vector of local trust in any other member. 
 Peer i asks its friends about their opinions on all peers. 

 
 
 
 
 
 
 
 

 Peer i asks its friends about their opinions about other peers again. 
  (It seems like asking his friends’ friends) 
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C is the matrix of 
all local trust 

scores 
𝑡𝑖 = 𝐶𝑇 𝑐𝑖 

𝑡𝑖 = (𝐶𝑇)2𝑐𝑖   … 𝑡𝑖 = (𝐶𝑇)𝑛𝑐𝑖 



Group based Models 
The Knot Model (Gal-Oz et al. 2008) 
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 Virtual Communities of Practice (VCoP) 
 A community of anonymous people,  
 wishing to participate without revealing 
 their identity. 
 Notation: Community with experts 

◦ Members 
◦ Experts 

 
 

 How do we obtain Trust Between members (referral)   
 By similarity measures 
 We address time decay, context , confidence 

? 

Alice Bob 

M1 M2 M3 M4 



Group based Models 
The Knot Model (Gal-Oz et al. 2008) 

 How do we obtain Trust between member and expert( functional) 
 Identify the member’s knot  (groups of trusted members) 
 Compute local reputation of an expert from the viewpoint of  the group 
 Compute global reputation  

 How do we use this knowledge to make a decision? 
 

EDBT 2013 Tutorial: Trust and Reputation in and Across Virtual Communities 18 

Direct Experience 

Trust Set Experience 

Knot Local 
Reputation 

Community Global 
Reputation 



Group based Models 
The Knot Model: Summary 

 Establish trust among strangers 
 Less is more  

Provide members with the most accurate reputation information  
 (relative to their subjective view point) 

 Respect minority opinion 
 Encourage providing rating 
 Prevent fraud 
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Threat Models 

 Traitors 
 Peers who initially behave properly to gain a positive reputation but then start                                   

to misbehave and inflict damage on the community.  
 Front peers 

 Malicious peers who cooperate with others to increase their reputation.  
 As reputable peers they provide misinformation to promote other actively 

malicious peers. 
 Whitewashers 

 Peers who leave and rejoin the system with new identities in order to purge 
the bad reputations they acquired under their previous identities. 

 Collusion 
  A group of malicious peers acting together to cause damage.  

 Denial of service (DoS) 
 DoS attacks usually involve overloading resources to completely disrupt 

service usage. 
EDBT 2013 Tutorial: Trust and Reputation in and Across Virtual Communities 20 

http://www.shutterstock.com/pic.mhtml?id=7735126&rid=694447


Reputation Systems and Data Protection Law  
(Mahler and Olsen, 2004 ) 

 Explicit consent 
 Participation in a reputation system should be limited to actors who have 

expressed their well-informed consent. 
 Purpose of the system  

 The purpose(s) of the reputation system should be clearly defined. 
 Limited usage  

 The collection, storage, and dissemination of (personal) data should be limited 
to the amount necessary to achieve the purpose(s). 

 Transparency  
 The procedures regarding the collection and evaluation of personal data 

should be transparent and communicated in a comprehensible way. 
 Control over reputation dissemination  

 Reputation subjects should be allowed some control with respect to the 
collection of data about them and with regard to the generation of their 
reputation profile. 

 EDBT 2013 Tutorial: Trust and Reputation in and Across Virtual Communities 21 



Other Considerations 

 Trust and distrust (Guha et al., 2004) 
 Pre-Trusted peers (Kamvar et al 2003)  
 Time aspect (Kinateder & Rothermel, 2003;  Jøsang & Ismail,2002) 

 Significance of elapsed time  
 The different context of recommending (TrustBAC -Chakraborty & Ray, 2006) 
 Explicit ranking of recommendations (Kinateder & Rothermel, 2003; Abdul-

Rahman & S. Hailes, 2000) 
 Trust source:  explicit or calculated  
 Reputation as the popular vote (Jiminy – Kotsovinos et al., 2006) 

 A correlation between the extent to which the member disagree with the 
ratings of other and the probability that she is dishonest. 

 Controversial users (Massa and Avesani, 2005; Gal-Oz et al. 2008) 
 Tradeoff between Trust and Privacy (Leszek and Bharat, 2008;  Seigneur and Jensen, 

2004) 
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Outline 

 Part I : Trust and Reputation Systems 
 Background 
 Computational models 
 Threat models 
 Privacy by law 

 
 Part II : Trust and Reputation across Communities 

 The  CCR (cross community reputation) Model 
 Privacy concerns with CCR 
 The TRIC Infrastructure 

 
 Part III: Trust and Reputation from different viewpoints 

 Trust and Identity Management 
 Trust in Social Networks 
 Trust and Access control 
 Trust  and Reputation of Internet Domains 
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Cross Community Reputation – CCR 
(Gal-oz, Grinshpoun, Gudes, 2010) 

 

A user Identity within a community remains private 
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CCR - Motivation 

 Leverage reputation data from multiple communities in order to have 
more accurate information.  

 Reputation accumulation – A user does not have to build reputation from 
scratch when joining a new community. 

 Faster establishment of new virtual communities by importing reputation 
data from related communities.  
 

 Vision: users will be able to maintain offline reputation certificates (social 
credentials)  
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Cross Community Reputation  
Use Case: Request for CCR 

Communi
ty C2 

Communi
ty  C3 

Communi
ty  C4 

Communi
ty C5 

CCR E 

Requesting 
Community` 

Responding 
Communities 

Communit
y C1 
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CCR – Building Blocks 

Attribute 
 Matching 

Conversion of 
Reputation 

Values 

Enabling 
Preconditions 
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CCR – Building Blocks 
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Enabling 
Preconditions 



Enabling Preconditions 

 Confidence (A,B)  is a number in the range of [0,1] representing the extent to 
which a requesting community A considers the input from a responding 
community B as relevant and valuable for CCR computation. 

  
 
  
       
 
 
  
 

Confidence 
(A,B) 

Explicit Assertion 

Domain Confidence Category Matching level  
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Enabling Preconditions (cont.) 
 

 Explicit Assertion is a confidence value explicitly provided by a representative of 
a community with respect to another community. 
 
 

System 
Admin   

kickboxin
g 

communi
ty 

 High Trust in input  
from the kickboxing 
community 

  Zero confidence in        
chauvinistic 
communities 

System 
Admin 
Pilates 

Commun
ity 
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Enabling Preconditions (cont.) 
 

 Category Matching level is a value in [0,1] representing the correlation of two 
communities based on their categories as described by keywords. 

  
  
 
 
 
 Dice correlation coefficient- one of the association measures commonly used in information 
 retrieval for keywords based matching 

B 

A 
2 × 5

15 + 10
=  0.4 
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𝐶𝐶 𝐴,𝐵 =
2|𝐾𝐾 𝐴 ∩ 𝐾𝐾 𝐵 |
𝐾𝐾 𝐴 + |𝐾𝐾 𝐵 |

 



Enabling Preconditions (cont.) 
Domain Confidence 

 Domain Confidence  is a value in [0,1] representing the extent to which one 
community considers the input from  another community as precise, 
based on conversion uncertainty. 

 Conversion Uncertainty (Pinyol  et al, 2007 ) 
 BO – Boolean (Discrete set 2) => {0,1} 
 DS5 – Discrete set 5 => {1,2,3,4,5) , { very-bad, bad, neutral, good, very-good} 
 DS10 – Discrete set 10 => {1,2,3,4,5,6,7,8,9,10} 
 RE – Real – represented by 100 different values (Discrete set 100) 

 Computed based on the Shannon entropy of each one of the domains 
considered. 
 when converting from less expressive domain (e.g., Boolean) 
      to a more expressive domain (e.g., Real) 
     the conversion injects some uncertainty (CU) to the values on 
  the target domain  
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RE DS10 DS5 BO 
0.5

0 
0.79 0.89 1 BO 

0.6
2 

0.91 1 1 DS5 

0.7
0 

1 1 1 DS1
0 

1 1 1 1 RE 

Domain Confidence (DC) MaxC = 0.5 
𝐷𝐷𝐷𝐷𝐷𝐷 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶     𝐷𝐷 𝐴,𝐵 = 1 −

𝐶𝐶 𝐴,𝐵
𝐶𝐶 𝐵𝐵,𝑅𝑅

⋅ (1 −𝑀𝑀𝑀𝑀) 
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CCR – Building Blocks 

Attribute 
 Matching 

Conversion of 
Reputation 

Values 

Enabling 
Preconditions 
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Conversion of Reputation Values 

 
 
 
 

 DS5 = { Verybad,Bad,Ok,Good,VeryGood} 
 DS100 = {1,..,100}  =>  {{1,..,20},{21,..,40},{41,..,60},{61,..,80},{81,..,100}} 
 
 Asymmetric example: 
 The ECTS grading system  : the discrete set  {A,B,C,D,F}  may be mapped to a 

discrete set of 100 values using the following partition: 
{90−100},{80−89},{70−79},{60−69},{1-59} 
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Gardening 

Community 

Software 

Development 

Community 

  5  4  3  2  1  
Score
: 

Score
:  10       5         0  

Reputation Score 

Conversion of Reputation Values 
Statistical Adjustment 

Z-score 
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CCR – Building Blocks 

Attribute 
 Matching 

Conversion of 
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Values 

Enabling 
Preconditions 
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Attribute Matching 
 

 An Attribute  is an element of the reputation vector 
 Usually attributes correspond to the different aspects by which users are 

requested to rate a transaction. 
 Each community defines a set of attributes relevant to its fields of interest 

 Matching Level (ML) of two attributes  is a number in the range of [0,1] specifying the 
extent to which the meaning of one attribute is considered analogous to 
that of another attribute. 
 
 
 

 Score – The value of an attributes (provided by the community or calculated) 
 Certainty  -  The level of confidence we have in the resulting score 

 Computed based on matching levels and confidence between 
communities. 

 
 
 

Knowledgeable Proficient  ML= 80% 
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Attribute Matching 

Generic 

G1 

G2 

G3 

G4 

Community 
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Community 
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Attribute Matching 

Generic 

G1 

G2 

G3 

G4 

Community 
A 

A1 

A2 

Community 
B 

B1 

B2 

B3 

Community 
C 

C1 
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C3 
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Requesting  Responding 
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Attribute Matching 

Generic 

G1 

G2 

G3 

G4 

Community 
A 

A1 

A2 

Community 
B 

B1 

B2 

B3 

Community 
C 

C1 

C2 

C3 

C4 

Requesting  Responding 

   G1:  B1.val * B1.Matching Level * Conf 
(A,B) + 

             C1.val * C1.Matching Level * 
Conf (A,C)    G2 :  C3.val * C3.Matching Level * Conf 
(A,C) 

  G4:  B3.val * B3.Matching Level * Conf 
(A,B) + 

            C4.val * C4.Matching Level * 
Conf (A,C) 

Step A 

  A1:  G1.val * 
G1.ML                               
         * G1.Certainty  
+   
           G2.val * 
G2.ML  
        * G2.Certainty   A2:  G2.val * 
G2.ML 
        * G2.Certainty 
+ 
           G4.val * 
G4.ML *    
           G4.Certainty 

Step B 
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A Detailed Example (Data as of April 2009) 

H1 = 

Enterprise Hotel, 
Milan 

H2 = 

Brunelleschi 
Hotel, Milan 

H3 = 

Ripamontidue 
Hotel, Milan 

Domain = DS10 Domain = DS50 Domain = RE 

EDBT 2013 41 Tutorial: Trust and Reputation in and Across Virtual Communities 

http://images.google.co.il/imgres?imgurl=http://www.undercovertourist.com/italy/milan/hotels/img/t/enterprise-hotel-a-summit-hotel_0.jpg&imgrefurl=http://www.undercovertourist.com/italy/milan/hotels.html&usg=__1wvqunLsI6r2fyUiwZ4f5vtCNGw=&h=140&w=140&sz=7&hl=iw&start=85&um=1&tbnid=zW46TCTD7PU-FM:&tbnh=93&tbnw=93&prev=/images?q=enterprise+hotel+milano&ndsp=20&hl=iw&rlz=1T4GGLF_iwIL206IL254&sa=N&start=80&um=1
http://images.google.co.il/imgres?imgurl=http://www.smilecityitalia.net/alberghi/images/milano/hotel/24-centro-storico.jpg&imgrefurl=http://www.smilecityitalia.net/alberghi/milano/hotel-milano/centro-storico/&usg=__JzaW2qKgdteA2lq_mqMnUZLcVGo=&h=300&w=350&sz=38&hl=iw&start=5&um=1&tbnid=gUZTsXFmgYsjGM:&tbnh=103&tbnw=120&prev=/images?q=Brunelleschi+Hotel+milano&hl=iw&rlz=1T4GGLF_iwIL206IL254&sa=N&um=1
http://images.google.co.il/imgres?imgurl=http://images.horse21.net/images/277/222/UI/41942/0.jpg&imgrefurl=http://catalogue.horse21.net/italy+hotels/milan+hotels/ripamontidue+hotel&usg=__CEPFHNKd-Uu5U5wpgTDGTHoszUw=&h=222&w=277&sz=12&hl=iw&start=7&um=1&tbnid=pwThC0Ih8xL2PM:&tbnh=91&tbnw=114&prev=/images?q=Ripamontidue+Hotel+milano&hl=iw&rlz=1T4GGLF_iwIL206IL254&sa=N&um=1


A Detailed Example 

*Extra  Services 
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A Detailed Example 

Enterprise 
Hotel 
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A Detailed Example 
Computation of the Generic Attributes 

EDBT 2013 44 Tutorial: Trust and Reputation in and Across Virtual Communities 



A Detailed Example 

 The Certainty and Score of the all  relevant generic attributes 
are calculated 
 Based on the scores of Booking.com and tripAdvisor 

 The CCR Certainty and Score of the Enterprise Hotel for each of 
the attributes in Expedia are calculated  
 Based on the relevant generic attributes 

 
 
 
 
 
 
 
 

This attribute 
was referred 
only by Trip 
Advisor and with 
a low matching 
level 

Scores are 
lower . Expedia 
has relatively  
low number of 
ratings for this 
hotel. 
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Evaluation 
CCR when reputation information is missing or 
deficient 
 Communities: Expedia , Hotels.com , Booking.com , and  Venere . 
  A requesting community – Expedia and Hotels.com 

 an explicit ratings per attribute for each user review is required  
 Mean absolute error in Hotels.com 
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Evaluation 
Different Attribute Mappings 
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Mean absolute error for Hotel service with different attribute mappings 

Services provided by the hotel  
vs service – the quality of the 
service given by the staff 



Outline 

 Part I : Trust and Reputation Systems 
 Background 
 Computational models 
 Threat models 
 Privacy by law 

 
 Part II : Trust and Reputation across Communities 

 The  CCR (cross community reputation) Model 
 Privacy concerns with CCR 
 The TRIC Infrastructure 

 
 Part III: Trust and Reputation from different viewpoints 

 Trust and Identity Management 
 Trust in Social Networks 
 Trust and Access control 
 Trust  and Reputation of Internet Domains 
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Privacy Concerns In the CCR Model 

 Unlinkability  
 Avoid the linkage between entities in different communities 
 Bob is willing to share her reputation in the dancers community but she  
 doesn’t want you to know he is the member identified as Baryshnikov. 

 Control over Reputation Dissemination  
 Avoid uncontrolled dissemination of reputation-related information.  
 The consent of both the user and the community to participate in the CCR 

service. 
 The ability to control what reputation information is allowed to be exposed to 

each destination. 
 Tradeoff between Privacy and Trust  

 The more information disclosed about users, the more we can trust their 
opinions and intentions 

      but privacy is decreased 
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Linkability 
 

 Two non-private pieces of evidence may turn into a private piece of evidence by a 
simple join. 

 The requirement for unlinkability of two pseudonyms in the CCR scenario is 
motivated by two needs: 
  To allow exposure of different parts of one's personal information in different 

communities.  
 To prevent the identification of the real-world identity of a person based on the data 

accumulated within two communities.  
 The unlinkability requirement means that  

 A community is not aware of the pseudonyms of its users  in another 
communities 

 The CCR service is not aware of the user's identity in the community, and vice 
versa 

 It is mandatory that the CCR service and the community interact and refer to 
the same user.  

 This issue is addressed at the user registration phase 
 Based on the OAuth protocol 

 
 

? 
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Control over Reputation Dissemination 

 Who owns the reputation of a member within the community? 
 
 
 

 
 Policies can be defined by either users or communities or by some third party 

acting as the CCR service.  
 Several policies concerning a member can be defined by the different 

communities she is active in.  
 A member and a community may each define a policy concerning the access 

allowed to the reputation of the member in that community.  
 The intersection of all permissions yield the valid permission in line with the least 

privileged principle.  

Member? Community? 
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Tradeoff between Reputation and Privacy 

 Restricting the set of responding communities may indicate  
 User attempt to hide:  

 bad reputation information  
 Participation in a disreputable community 
 … 

 The community  wishes to hide the way it computes reputation 
 Hiding parts of the details               lack of transparency 

 
 CCR transparency: Incentive mechanism that encourages revealing of 

information 
 Grading  CCR objects with a transparency measure.  
 Derived from the level of restriction imposed on the CCR provider while 

compiling the CCR object 
 Treats separately the restrictions imposed by all responding communities and 

those imposed by the member 
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TRIC: An Infrastructure for Sharing Reputation 
Across Virtual Communities 
 
 A general and modular architecture 

for supporting Trust and 
Reputation in and across multiple 
communities 

 Key Objectives 
 any T&R mechanism  
 a most generic CCR model 
  Anonymity and privacy of 

users  
 Standard identity management 

and authorization services 
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Outline 

 Part I : Trust and Reputation Systems 
 Background 
 Computational models 
 Threat models 
 Privacy by law 

 
 Part II : Trust and Reputation across Communities 

 The  CCR (cross community reputation) Model 
 Privacy concerns with CCR 
 The TRIC Infrastructure 

 
 Part III: Trust and Reputation from different viewpoints 

 Trust and Identity Management 
 Trust in Social Networks 
 Trust and Access control 
 Trust  and Reputation of Internet Domains 
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Trust and Identity Management 

 Identity management is the process of representing, and recognizing 
entities as digital identities 

 Identity verification is essential for many security mechanisms such as 
Authorization or Access control 

 In general, an entity (real or virtual) can have multiple identities and each 
identity can encompass multiple attributes, some of which are unique 
within a given name space. Attributes are used to establish identity  in a 
particular environment 

 The main purpose of identity management is  
     establishing TRUST in the relationship between  
    presented digital identity and the real/virtual entity 
 Different (authentication) protocols and products                                                                              

are used for this purpose 
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Authentication 

 Authentication protocols are used to verify claimed identity of  users and 
services 

 Services authentication 
• Global Service Provider Identity (SPID)   

• e.g.,  NPI is a unique 10-digit identification number issued to health  
     care providers in US 

• SSL Certificates, Norton Secured Seal,  Web site trademarks 
• Certificates issuing and revocation framework (CRL)  
• Privacy issues and Legal policies 

 
 Users authentication 

• Something the user has (Smart-card, Cell-phone, ...) 
• Something the user knows( Password,  answer to challenge,…) 
• Something the user is (fingerprint, biometric identifier…) 

 
EDBT 2013 Tutorial: Trust and Reputation in and Across Virtual Communities 56 



Isolated vs. Federated Identity management 

 Isolated Identity Management  -  
 a user uses a separate identifier and 

authentication mechanism for each service 
provider 
  (my user-ids  and passwords for ACM, IEEE, my bank 

and my university are all separate and unfortunately 
different) 

 Federated Identity Management   
 a user uses a  common identifier for multiple 

organizations  which trust each other (also 
called: Single sign on) 
 Organizations exchange identity and 

authentication  
      information to verify user identity 
 Enables people to use their home 

credentials to connect to remote sites  
 without revealing their credentials 

(pseudonimity) 
 without releasing unnecessary private 
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Isolated vs. Federated Identity management 
–Trust Issues (Josang et. al “Trust requirements in 
Identity management “, 2006) 

Isolated Identity Management   

 Client trusts service provider 
shown credentials 

 Client trusts service provider to 
apply satisfactory registration 
procedures and privacy control 
procedures 

 Service providers trusts client to 
handle its authentication 
credentials properly (don’t write 
password on paper…) 

 

Federated Identity Management 

 Mapping of identities between 
service providers is correct 

 Identity assertions are 
exchanged between service 
providers only when clients 
request them 

 Service providers adhere to a 
common privacy policy 
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• For both cases service providers are trusted to have the expected identity 

• For both cases credentials providers (e.g. government organization) are 
trusted 

• P3P can help but cannot guarantee privacy policy adherence 
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What is OpenId 

 There are several federated Identity management products and projects  
 (Shibolet, Guide, Liberty Alliance), most popular is OpenId 
 OpenID 
 Open source, distributed authentication system 
 Simple and lightweight: identity is a URL 
 Fully decentralized and open platform for federated identity management 

providing pseudo-anonymity 

 I want to log into example.com: 
1. I type my OpenID URL into the login form on example.com 
2. example.com redirects me (via my web-browser) to myopenid.com 
3. I tell myopenid.com whether or not I trust example.com with my 

identity 
4. I am redirected back to example.com and am automatically logged 

in (note, only OpenID knows my true identity and not example.com 
) 

 OpenId  is part of our TRIC-CCR system 
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Evaluating Trust for Identity management 

 One can assign different trust values based on several factors such as: 
 Strength of credentials and/or credential source 
 Trust can be built by historical behavior 

 E.g., a user failing to provide correct password three times is not trusted 
for the next period of time 

 Trust can use Reputation computed for the task of Identity management only 
 

 Mathematical models are developed with exact formulas for identity-
based trust.  
 Sampath et al.: Rating: Rigorous Assessment of Trust in Identity 

management, Proceedings of ARES, 2006 
 Thomas et al.:  Using quantified trust levels to describe authentication 

requirements in federated identity management, Proceedings of the 2008 
ACM workshop on Secure web services   

 
 
 
 

 

60 EDBT 2013 Tutorial: Trust and Reputation in and Across Virtual Communities 



Outline 

 Part I : Trust and Reputation Systems 
 Background 
 Computational models 
 Threat models 
 Privacy by law 

 
 Part II : Trust and Reputation across Communities 

 The  CCR (cross community reputation) Model 
 Privacy concerns with CCR 
 The TRIC Infrastructure 

 
 Part III: Trust and Reputation from different viewpoints 

 Trust and Identity Management 
 Trust in Social Networks 
 Trust and Access control 
 Trust  and Reputation of Internet Domains 
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Trust in Social networks 

 Establishing identity. 
 Social networks (e.g Facebook) assume and expose (real?) identity.  
 Fake identity is the most dangerous attack in social networks. 
 Identity management frameworks should be used (?) 
 In addition to exposed identity attributes, networking knowledge 

(friends, friends of friends) is used to verify identity 
 But knowing one’s identity does not lead to trust. 
 Trust models can be used 
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Trust in Social networks 

 Trust models for social networks 
 Trust propagation/flow based on friends relationships 

 U. Kuter, J.r Golbeck: Using probabilistic confidence models for 
trust inference in Web-based social networks. ACM Trans. Internet 
Techn. 10(2) (2010) 

 SybilGuard (Yu et. al) shows how to use the size of a cut in the 
trust (friends of) relationship graph to detect sybil attacks (a user 
assuming multiple identities) 

 Trust propagation/flow based on endorsements (e.g., linked-In) 
 Trust propagation/flow based on similarity of (public) profiles 
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Trust in Social networks (Cont.) 

 Trust must be evaluated within a specific context 
 E.g. Dating 
 From Stainer et. al: Can We Use Trust in Online Dating? 

 Uses FOAF (friend of a friend) relationships 
 When Alice wants to date Bob she is presented with k-shortest 

path paths 
 Each node on the path is evaluated for facilitating dating 

 Another example: Myspace – a social network for sharing 
      Music  
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Trust in Social networks (Cont.)  
The Dating algorithm (Stainer et. al,  2010) 

1. Alice picks a path, based on path ranking: P={p0,...,pn} through the graph where each 
pk∈P is a person at k degrees of separation from p0=Alice. 

2. If pn=Bob is at more than three degrees of separation from p0=Alice then the path is 
unusable for aforementioned reasons, and Alice must choose another. 

3. If pn= Bob = p2 is at two degrees of separation from p0= Alice then the sole facilitator, p1, 
is notified of Alice’s desire to date Bob. p1 is also presented with Alice’s and Bob’s “about 
me” and “looking for” criteria, and determines if Alice’s and Bob’s photographs and profile 
information are honest and up-to-date; and also if the couple match according to their 
specified criteria as well as p1’s knowledge of Alice and Bob. Given a match, p1 initiates 
the revelation process in algorithm 2. 

4. If pn= Bob = p3 is at three degrees of separation from p0= Alice then Alice’s facilitator, p1, 
is notified of Alice’s desire to date Bob. p1 is presented with Alice’s “about me” and 
“looking for” criteria, and determines if Alice’s photographs and profile information are 
honest and up-to-date. 

5. Similarly, Bob’s facilitator, p2, is notified by p1 of Alice’s interest and a similar process is 
applied on Bob’s information by p2. 

6. p1 and p2 (who are friends) communicate with each other to determine whether the couple 
match according to their specified criteria as well as p1’s knowledge of Alice and p2’s 
knowledge of Bob.  
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 This is an example for a  very specific context 
dependent algorithm 



Trust in Social networks (Cont.) 

 Privacy and ethical issues are strongly related to Trust 
 From Dwyer et. al, 2007:  Trust and privacy concern within social networking 

sites: A comparison of Facebook and MySpace 
 Two research questions raised for members of social networking sites: 

 How does trust in the site and its other members affect willingness to share 
information and develop new relationships? 

 What is the relationship between internet privacy concern and their willingness 
to share information and develop new relationships? 

 The results were surprising: 
 Even though Facebook users had more Trust in Facebook and its members, 

and were more willing to share identifying information, MySpace members 
reported significantly more experience using the site to meet new people.  

 These results suggest that in online interaction, trust is not as necessary in the 
building of new relationships as it is in face to face encounters 

66 

vs. 
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Outline 

 Part I : Trust and Reputation Systems 
 Background 
 Computational models 
 Threat models 
 Privacy by law 

 
 Part II : Trust and Reputation across Communities 

 The  CCR (cross community reputation) Model 
 Privacy concerns with CCR 
 The TRIC Infrastructure 

 
 Part III: Trust and Reputation from different viewpoints 

 Trust and Identity Management 
 Trust in Social Networks 
 Trust and Access control 
 Trust  and Reputation of Internet Domains 
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Trust and Access Control 

 Trust based RBAC (Role-based  access control) – roles are assigned 
based on Trust levels  

 Trust based ABAC (Attribute-based access control) 
 Attribute-based access control defines a new access control paradigm 

whereby access rights are granted to users through the use of policies which 
combine attributes together.  

 The policies can use any type of attributes (user attributes, resource attribute, 
etc...).  

 Attributes can be compared to static values or to one another thus enabling 
relation-based access control. The standard that implements attribute-based 
and policy-based access control is XACML, the eXtensible Access Control 
Markup Language. 

 Attributes may belong to subjects or (to be accessed) objects.  
 Policies may be static or dynamic and context dependent. 
 There are two ways to incorporate trust in an ABAC model (Smari et. al, 2009) 

 Directly – compute a trust level and treat it as another attribute 
 Indirectly – Assign attributes values (e.g. expertise level) based on trust 
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 From  Samarati et al: Integrating Trust management and Access control 
in Data-intensive Web applications, ACM TWEB, 2012:  

 Trust  in Web database applications 
 Incorporating Trust into the Database model 
 Each trust concept is represented by a SQL statement  
       resulting with a schema object.  
 Trust management is  done mainly via certificates  
 A certificate verification algorithm within the DBMS 

 checks the validity of each presented certificate  
 performs the required cryptographic verification 

         using random challenge/response protocols. 
 Supports delegation (delegation chain is stored as SQL objects) 
 Provides an algorithm to check the correctness of the delegation 

 
 
 
 

 

Trust and Access Control (Cont.) 
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TrustBac Model (Sudip and Ray, 2006)  

 Conventional access control models ( such as RBAC) : 
 Suitable for regulating access  resources by known users.  
 Inadequate for open and decentralized multi-centric systems where 

the user population is dynamic and the identity of all users are not 
known in advance. 
 

 RBAC: roles are assigned to permissions 
 TrustBAC extension:  

 Trust levels are assigned to roles 
 Users are assigned to trust level based on factors such as: 

 user credentials 
 user behavior history 
 user recommendation , etc 
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TrustBac Model 

 

DL  

Digital Library 

Resource A :  

 Role R1: permission P1 P6 
 Role R2: permission P1 P7 

Resource B :  

 Role R1: permission P1 P6 

  Role R2: permission P2 P7 

RoleR1 requires Trust value [0.05 , 0.5] 

RoleR2 requires Trust Value [0.35 ,0.6 ] 

Evaluate User Trust Level 

0.45 

R1,R2 

monitor 

0.30 

R1 
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Outline 

 Part I : Trust and Reputation Systems 
 Background 
 Computational models 
 Threat models 
 Privacy by law 

 
 Part II : Trust and Reputation across Communities 

 The  CCR (cross community reputation) Model 
 Privacy concerns with CCR 
 The TRIC Infrastructure 

 
 Part III: Trust and Reputation from different viewpoints 

 Trust and Identity Management 
 Trust in Social Networks 
 Trust and Access control 
 Trust  and Reputation of Internet Domains 
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The Domain/IP reputation Problem 

 Motivation:  
 Malwares are becoming more and more dangerous and difficult to detect 
 For APTs (Advanced persistent threat) such as Bots and Zero-day attacks 

there is no time to collect and analyze traffic data,   
 therefore, there is a need to rely on computed reputation of Domains. 

 Challenges in Computing Reputation of domains: 
 Rating information is sparse  
 Rating Information is binary  

 Also Static sources like Blacklists and Whitelists are often not up-to-date  
 No explicit concept of trust between domains 

 Difficult to apply to existing reputation flow models 
 Reputation of domains is dynamic and changes very fast 
 How to select an adequate  computational model 
 How to bootstrap the selected model  
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The Domain/IP reputation problem : 
Possible approaches 

 Bots need to communicate with their Command&Control (C&C).  
 They often search for that C&C using generated domain names therefore 

they issue many DNS queries. 
 The Notos system (M. Antonakakis et. Al, “Building a dynamic reputation 

system for DNS,” USENIX Security Symposium 2010 ) 
 computing reputation of domains  based mainly on structural and 

topological features appearing in logs of DNS queries 
 Our approach: 

 Adapting these ideas to new databases and feed-framework 
 Incorporating a Flow model  
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The Notos  Sytem –  
Using a Database of Successful DNS 
Resolutions 
  Extraction of  features 

 Network-based 
 Zone-based  
 Evidence-based 

 
 Classification and assigning reputation scores 

 Training Mode 
 Online Mode 

 
 Important concepts: 

 RHIP – all domains mapped historically to an IP 
 RHDN – all domain (including 2nd and 3rd level) related to a given 

Domain 
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Notos : Computing  Network-based, Zone-
based and Evidence-based  features 

 18 Network-based features 
 17 Zone-based features 
 6 Evidence-based features 

 
 

 Network-based features:  
 Extracted from the set of RHIPs.  
 Example measured  quantities: 

 the total number of IPs historically associated with  domain  d  
 the diversity of their geographical location 
 the number of distinct autonomous systems (ASs) in which they 

reside 
 Number of countries related to the relevant ASs 
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Notos : Computing  Network-based, Zone-
based and Evidence-based  features 

 Zone-based features:  
 Extracted from the RHDNs set.  
 Example measured  quantities: 

 the average length of domain names in RHDNs 
 the number of distinct TLDs 
 the occurrence frequency of different characters 
 …  

 Evidence-based features 
 Example measured quantities: 

 the number of distinct malware samples that contacted the domain 
d 

 the number of malware samples that connected to any of the IPs 
pointed by d 

 ... 
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Example for the RHDNs  
d = www3.l.google.com. 
a small portion of the domains 

Example for the RHIPs 
3TLD(d) = l.google.com , 2TLD(d) = google.com 
A(d) – A set of 34 IPs 
A2TLD(d) – A set of 855 IPs 
A3TLD(d) – A set of 785 IPs 

pagead.l.doubleclick.net 
ocsp.verisign.net 
www3.l.google.com 
alt2.gmail-smtp-in.l.google.com 
cdcnt3.commtouch.com 
s0-2mdn-net.l.google.com 
i.total-media.net 
odb.outbrain.com 
urs.microsoft.com.nsatc.net 
ping.chartbeat.net 
b.googlemail.l.google.com 
googleapis.l.google.com 
celebs.walla.co.il 
www.l.google.com 
googlemail.l.google.com 
safebrowsing.cache.l.google.com 
clients.l.google.com 
mr1.omnitech.co.il 
… 

A(d) A2TLD(d) A3TLD(d) 

178.26.231.182 178.26.231.182 
178.26.231.18

2 

74.125.230.136 74.125.127.26 74.125.127.26 

74.125.230.137 74.125.79.95 74.125.79.95 

74.125.230.142 62.0.54.103 62.0.54.103 

74.125.230.128 62.0.54.88 62.0.54.88 

74.125.230.129 74.125.31.103 74.125.31.103 

74.125.230.130 74.125.31.104 74.125.31.104 

74.125.230.131 74.125.31.105 74.125.31.105 

74.125.230.132 74.125.31.106 74.125.31.106 

74.125.230.133 74.125.31.147 74.125.31.147 
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Notos 
Example: Domain Features 

Features 
www3.l.google.
com 

mine.nu pool.ntp.org 
facebook.co
m 

Number of distinct names 20243 21190 22830 20156 
Average length of the 
names 20.17230648 19.48725814 

19.313491020
6 19.7485612225 

Deviation of names 12.28667396 11.34388476 11.069128036 11.5790245573 

Number of distinct TLDs 344 345 356 344 

Ratio of com is 0.449241713 0.425342143 
0.4600087604

03 
0.44676523119

7 
Number of countries of 
A(d) 2 5 25 2 
Number of countries of 
A2LD(d) 4 N/A 30 2 
Number of countries of 
A3LD(d) 4 N/A 17 N/A 

Number of ASN for A(d) 2 6 85 2 

Number of ASN for A2LD(d) 5 N/A 130 2 

Number of ASN for A3LD(d) 5 N/A 81 N/A 
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Operational Model of Notos 

 Off-line mode: 
    train classifiers, build the clusters  
   and train the reputation function. 
 On-line mode 
     assign reputation to new domains 
     observed at   the monitoring point. 
 The assigned reputation score is 
     in the range of [0,1].   
 Values close  to zero indicate that  
     the  domain was classified similarly 
     to malicious domains and therefore  
    has low reputation     
 Very impressive results!       
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Tutorial Summary 

 Trust & Reputation  - Motivation and background 
 Trust and reputation in Virtual communities 

 Review of models 
 The Knots model 
 Cross-community reputation (CCR) 
 Privacy issues 

 Trust in other areas 
 Trust and Identity management 
 Trust in Social Networks 
 Trust and Access control 
 Trust  and Reputation of Internet Domains 
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